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1. Human Rights Due Diligence Overview O11sco

Human rights due diligence has been developed in accordance with the UN Guiding Principles on Business and
Human Rights (UNGP). TISCO group undertakes the human rights due diligence process to identify, prevent and
mitigate adverse human rights impacts as a result of its activities throughout our value chain. Human rights

guidelines apply to all subsidiaries of TISCO Group associated activities within the value chain, and relevant
stakeholders such as customers, employees and suppliers.

The due diligence comprises the following components:

Assess human o
Integrating findings

rights risks and

. . Address and Monitor and
Policy _ into internal _ _
_ impact appropriate reporting
Commitment management o
related to TISCO . remediation performance
mechanism

operations

Referencing Principles: https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf



2. Policy Commitment O11sco

TISCO Group upholds sound corporate governance, social and environmental development, and ISO 26000 Social
Responsibility Guidelines. The company ensures the protection of human rights for all stakeholders and has
established business guidelines to support sustainable development.

Human rights management process encompasses 4 key areas:

a Rights of Customers ° Rights of Employees

*  Protect customers’ personal data privacy Ensure fair labor management, promote diversity and

« Treat customers equally and fairly without equality, without discrimination,
discrimination. *  Prohibit the employment of children below the legal age.

* Establish a systematic channel for receiving * Create a safe working environment by opposing all forms of
complaints and service suggestions, along with harassment within the organization (zero tolerance)
a suitable process for managing them Provide channels for anonymous complains or concerns

Human Rights Related to Business Operation @ Human Rights Across Supply Chain

* Address environmental, social, and governance
(ESG) risks, including human rights issues, through
loan approval policy and responsible lending
guidelines.

* Ensure fair treatment of suppliers and business partners
according to mutually agreed terms.

e Establish a code of conduct for suppliers that mandates
business integrity and uphold fair labor standards.




3. Human Right Risk Assessment Qs

Methodology to assess our human rights risk and impacts as follows:

SCOPE out the most relevant human rights issues to TISCO’s business activities by reviewing
peers’ benchmarking, risks within the geography of operation, and industry’s human rights
issues from civil society organizations and NGOs.

IDENTIFY key issues through tabletop review and studies potential and actual human rights
risks associated with our business activities based on the human rights issues identified
from the scoping activity.

ASSESS the level of severity and likelihood by using a 5x5 matrix. Prioritize human rights
salient issues and develop additional mitigation actions needed.




3. Human Right Risk Assessment O11sc0

Human Rights Risk Identification

Area of Assessment Potential Risk identified Impacted Rights Rights Holder
Customer data violation and information misuse* Right to privacy (UDHR Art. 12) Customers
Product mis-selling Right to seek and receive information (UDHR Art. 19) Culstomslrs particularly

Customer Practices vuinerable group
Aggressive Debt Collection Right to be free from arbitrary interference (UDHR Art. 12) Customers
Discrimination against customers Right to non-discrimination (UDHR Art. 2) Customers
Environmental impact from clients’ operations (i.e. Right to a clean, healthy, and sustainable environment Communities /
biodiversity loss, natural system alterations etc.) (UNGA: HRC/RES/48/13) Indigenous Groups
Community impact from clients’ operations (i.e. Right to an adequate standard of living (UDHR Art. 25) Communities /

Business Practices impact on livelihood, cultural displacement etc.) Right to participate in cultural life (UDHR Art. 27) Indigenous Groups

Right to a clean, healthy, and sustainable environment

(UNGA: HRC/RES/48/13) Communities

Operational impact on surrounding communities

Data breaches and information leaks in operations Right to privacy (UDHR Art. 12) Customers
e . Right to non-discrimination and equal opportunity Employees
Discrimination in hiring/career progression (UDHR Art. 2 & 23; ILO C111) esp. woman, LGBTQ+
) Right to to just and favourable conditions of work (UDHR Art. 23 & 24;
Labor Practices Unfavorable working conditions and environment ILO C1, C30) Employees
Right to safe and healthy work environment (ILO C155, C187)
Workplace harassment Right to be free from violence and harassment (ILO C190) Employees
Improper handling of employee data Right to privacy (UDHR Art. 12) Employees
Discrimination against supplier/services provider Right to non-discrimination (UDHR Art. 2) Supplier

Supply Chain Practices Right to safe work environment and fair working conditions (UDHR Art.

12 & 24; ILO C1, €30, C155 and C187) Supplier’s Employees

Supplier violation of Labor Rights

Data breaches and information leaks in supply chain Right to privacy (UDHR Art. 12) Customers




3. Human Right Risk Assessment O11sc0

Human Rights Risk Assessment Matrix We conducts a human rights risk assessment using a risk matrix

| to determine the level of significance of each risk.

The matrix will evaluate the severity and likelihood of each risk,

5 taking into account its scale, scope, and remediability.
* Severity (Y-Axis)
* Likelihood (X-Axis)
4 Low Risk level:
© Extreme Risk: human rights issues that requires immediate
8 3 Low corrective actions and controls.
g High Risk: human rights issues that requires prioritized attention
and strengthening of mitigation measures.

2 Low : : . : e :
Medium Risk: human rights risks with mitigation measures in place
and functioning to some extent, with room for improvement to
further risk reduction.

1 Low Low Low Low Low

- Low Risk: human rights risks that are well-managed, regular

1 2 3 a 5 monitoring is sufficient to ensure continued effectiveness and early
detection of any emerging issues.

Likelihood




3. Human Right Risk Assessment O11sc0

Following the human rights risk assessment, no high-risk issues were identified. As such, the following medium-risk
areas have been recognized as salient human rights issues for TISCO:

1. Customer data violations and information misuse

=
12. Data breaches and information leaks in operations 2@
-

T -
14. Data breaches and information leaks in supply chain




4. Mitigation for Saliant Human Right Issues O11sc0

1. Customer Data Violations and Information misuses/ 12. Data breaches and information leaks in operations

Description: Improper collection, use, or disclosure of customer information withouta  Related Policy and Guidelines
valid legal basis or alignment with industry best practices, leading to privacy concerns;

along with unauthorized exposure of sensitive data resulting from system security e Data Governance
misconfigurations or mishandling and improper storage of confidential documents. «  Personal Data Protection
. ] » Data Breach Response Plan Guidelines
Mitigation/ Control Mechanisms: * Data Classification and Data Control
* Roles and responsibilities are clearly defined with access based on Need
to Know and Least Privilege. * Human Rights
PEOPLE * Regular PDPA training and testing for staff. *  Market Conduct
* Cybersecurity awareness is regularly communicated to all users. * Business Partner

 Employees are informed of disciplinary actions for non-compliance. * Incident and Complaint Management

* Personal data handling follows PDPA guidelines: minimal collection, . .
* Information Security

Privacy Notice, Dtata Consent, DPIA, ROPA, and retention policies. « T Risk Management
* Processes to support data subject rights. e IT Acceptable Use
PROCESS  Data managed per classification and control guidelines. «  Access Management and Audit Log
* New projects require risk assessments. * Incident Response Playbook
» Secure data transfer channels; unauthorized platforms prohibited.
* Regular access reviews. Monitor and Review
* Use of portable storage and unnecessary email transfers is restricted. « Regular IT Audits and Compliance Checks

* Annual Cyber Drills

* Performance and risks management
outcomes quarterly summarized and
reported to Data Governance Committee

* Privileged Access Management (PAM) systems manage privileged access.
TECHNOLOGY * Data gncryptlon in transit and at.res'F. _

* Domains protected by Web Application Firewall.

* Logging and monitoring for unauthorized access and attacks.




4. Mitigation for Saliant Human Right Issues O11sc0

14. Data breaches and information leaks in supply chain

Description: External service providers who receive sensitive and/or personal data from TISCO lack adequate control measures,
leading to unauthorized disclosure of data or exposure through supply chain attacks. If such systems are connected to TISCO’s
network, attackers may exploit them to gain access and attempt to infiltrate critical systems.

Mitigation/ Control Mechanisms:

Before Establishing Business Relationship Related Policy and Guidelines

* Security requirements are established as part of the procurement process for new systems or « T 3rd Party Outsourcing Guidelines
third-party services. T 3rd Party Management Procedure

* Service providers need to complete a self-assessment on personal data protection measures. * IT 3rd Party Monitoring Guidelines
Only those meeting the criteria are eligible for services agreement with TISCO. *  Procurement Guidelines

* Risk assessment related to third-party services outsourcing by the Procurement team. * Business Partner Guidelines

» Contracts must clearly define data protection responsibilities, including a Non-Disclosure *  Supplier Code of Conduct
Agreement (NDA) and if personal data processing is involved, a Data Processing Agreement * T Change Management I?rocedurg
(DPA). * Business Partner Evaluation and Risk

Assessment
Monitoring and Control Process

* Vendor operational performance is reviewed at least monthly through Operation Performance Meetings (OPM), which include reporting on
vulnerability scans, patch management, and privileged account controls.

* A Fraud Monitoring System is implemented to detect and alert on abnormal transactions.

* Anannual performance evaluation and risk assessment of business partners and IT third-party providers is conducted periodically, with a summary
report submitted to Compliance and Operation Control Committee.

* Annual risk assessments are performed for high-risk systems that rely on third-party services.

*  Security audits are conducted at least once a year by either internal or external auditors.

* Several procedure and guidelines also in place to control and monitor third-party access to TISCO systems.



5. Grievance Mechanism and Remediation Process O11sc0

(7 3\
Complaints or reports of improper activities could be filed
by sending the letter to:

Chairman of Audit Committee or Compliance Function
48/49 TISCO Tower, North Sathorn Road,
Silom sub-district, Bangrak district, Bangkok 10500

\§ /j

For internal channel, employee can report any incidents of
human rights violation, harassment, or misconduct at:

s of P> o - e
AksTuiT 000 TR 00fY
MAIL : HR_HELPLINE HR Help Line

All employees are informed about the available reporting
channels and assured of anonymity, as TISCO has established
measures to protect the rights of information providers and has
provided necessary safeguards to protect employees from
reprisals or victimization.

In case of human rights concern raised,
the remediation process includes:

Immediately initiate remediation actions after the approach was
approved and notify remediation taken to affected persons

S =

Summary report to related management and related regulators
(as required)

Regularly monitor and communicate with affected persons until
they return to the previous state before being affected by human

rights adverse impact

Review and update risk register to prevent such risk in the future




6. Performance Report and Monitoring O11sc0

TISCO reviews its human rights due diligence annually to identify potential risks and strengthen prevention
measures. The results are used to improve internal practices, whereas performance are communicated to internal
and external stakeholders.

For 2025, TISCO has identified the following salient human rights issues:

e Customer Data Violations and Information misuses
e Data breaches and information leaks in business operations
e Data breaches and information leaks in the supply chain

To mitigate these risks, TISCO has established wide-range of mechanisms for data governance and system security.
Our employees also receive ongoing training to enhance their cyber threats awareness. TISCO has implemented
various control and monitoring measures across both our internal operations and those used by service providers
to ensure the integrity, confidentiality, and availability of our information systems.

As such, no cases of human rights violations were identified during the review period. In the event of any

unforeseen issues, TISCO is prepared to take appropriate actions—such as issuing a public apology or providing
financial or non-financial remedies—based on the nature of the impact.



